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ABSTRACT

Recently, supply chain attacks against nuclear facilities such as “Evil PLC" are increasing due to the application of digital
technology in nuclear power plants such as the APR1400 reactor. Nuclear supply chain security requires a asset management
system that can systematically manage a large number of providers due to the nature of the industry. However, due to the
nature of the control system, there is a problem of inconsistent management of attribute information due to the long
lifecycle of software assets. In addition, due to the availability of the operational technology, the introduction of automated
configuration management is insufficient, and limitations such as input errors exist. This study proposes a systematic asset
management system using SBOM(Software Bill Of Materials) and an improvement for input errors using natural language
processing techniques.
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Table 1. Kaspersky Asset types

Asset types Description

PLC Programmable logical

controllers
IED Intelligent electronics
Computer installed for HMI
HMI / SCADA or SCADA system
Engineering Computers used by ICS
workstations engineers
Device with server
Server

software installed

Network devices, such as

Network devices .
routers and switches

Personal computer or

Workstations production workstation

Portable electronic devices
with computer
functionality

Mobile device

Devices not in categories

Others listed above
(Table 2] (Table 1]elA #+HH A==
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Table 2. Kaspersky Asset Attribute information

AR Description
information 2
Name Asset name in the application
Asset 1D Kaspersky Assigned Asset 1D
Status information about an
asset to determine whether
Status the asset is active or not.
(authorized, unauthorized,
archived)
. Addres's MAC, IP address of the asset
information
Categor Category names determined
sory by the purpose of the asset
Group Name of the group
. Determined by the severity
Security
state level of the event
(Critical, Warning, OK)
The date and time the last
Last seen ..
activity was recorded
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- fAsset‘ Description Asset types Description
AEONTOR TR0 Data created, collected,
The date and time the Information managed, transferred, and
Last . .
e information was last destroyed
modified dified
modified. Network Network-connected equipment
Creation Date and time the asset was The equipment you need to
date added to the asset table Techniques manage your company and
0s Name of system installed on business
the asset Communication functions
Vendor Name of the manufacturer . direct, non-communication
Assistive functi direct. indirect
Model Product information equipment unctions direct, indirect,
BOP, emergency response,
Network Name of the asset on the non-critical digital assets
name network . —
0 f label - N Facilitios Where your company's critical
Labels ist of labe Z:;Seilgned to the equipment is located
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Table 3. INCIBE-CERT Asset types

Asset types Description
Physical equipment used in
Hardware . .
industrial process development
Applications for managing
Software
processes
People who work for your
Employee P N v
organization

Table 4. INCIBE-CERT Asset Attribute information

ety Description
information 2
Identifier The only code that identifies
each asset
Product information,
Name .
trademarks, versions, etc.
Manufacturer Manufacturer or developer
Description Usage information for assets
Type Type & model name of the asset
Who is responsible for asset
Owner

decisions

Who is responsible for
Manager managing the asset’s
operability and access

Location Where the asset is located

Version of Summary of installed

Software software on your device
Asset, Assess the impact and

importance of assets in your

evaluation
system
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Table 5. International nuclear power plant Asset

Attribute information

Asset information Details
. Firmware version and
Firmware ..
description
Description of the OS
OS and update versions
and methods
Software version and
Software patch levels and how
to update
Physical Connect all physical

communication ports
and terminals

communication ports
and terminals

Portable media and
portable devices

All removable media
and portable devices

HMI functions

All HMI features

Available data
communication
protocols

Communication
protocols and methods
available for all data

types

Data files, software
objects

All data files,
software objects,
services, and logical
ports installed on the
asset.

Active scans used to
retrieve asset
attributes

Search tools used to
perform active
searches and the
types of searches
performed

Installed features
that can be removed
that affect all
attacks

Installation features

and options to remove

or disable impact on
all attack vectors

Ability to install
third-party software

Setup and data flow
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Table 6. CPE Attribute information

CEL Description
Attribute
cpe_version cpe defined version - 2.3
part Asset types
Manufacturers and suppliers
vendor
of assets
product Asset name
. Versions of systems,
version
packages, and components
Update information for
update
assets
" Current version information
edition
for the asset
User interface supported
language
languages
sw_edition User specific information
Requirements for the
target_sw .
software environment
target hw Hardware environment
et requirements for the product

CPE+ cpe:{cpe_version):{party:{vendor):
(producty:{version):{update):{edition):
(language):{(sw_edition):{target_sw):
(target_hw):{other)¢} & FF& 7[x9, o}&
(Table 6]+ Z+ 8.4F A3}
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Z & 9= "CPE W AF HA" FAH ] EA1gh

U AR A= 2 3] AAE EAEHA]
W B2 2L & 55 2 5 AR A
84 g A TR FAA o] EAlghet. wat, &
A ARE CPE AERZREH o 4+ ¢l
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olxg w4 CPE AR 4 /MAsE 9%
SBOM 714t 2R3F AHA] AR =&

2.4 2ZE90{ AXHHMM (Software Bill Of
Materials, SBOM)
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Software Development Lifecycle
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Table 7. Fundamental Attributes of SBOM

SO Description
Attribute p
Author Name The name of the SBOM
author
Timestam The date and time of the last
p update to the SBOM
Supplier The name or other identifier
Nzile of the supplier of the
component in the SBOM item
Component The name or other identifier
Name of the component
Version The version information of
String the component
Component The cryptographic hash value
Hash of the component
Unique Additional information that
qau helps uniquely define the
Identifier
component
. . Relationship information
Relationship between SBOM components
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Fig. 6. Asset Management System Using Proposed SBOM Attributes
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Table 8. Proposed SBOM attributes
Category Asset Attribute Attribute Information
Hardware, Software,
Asset types Network Device,
Information Security Device
. PLC, SCADA, Database,
Asset type details Router, Firewall, etc.
Manufacturer / Supplier (Manufacturer / Supplier name)
Attributes Basic to Asset registration name (Asset name)
SBOM Model Version (Model Version]
Communication connectivity 0. X
Whether wireless communication is
0.X
enabled
Wireless communication type Wifi, Bluetooth, etc.
Application service availability 0.X
Whether to communicate encrypted 0.X
Whether the media connection port is 0X
physically blocked '
Whether the device connection port is 0X
physically blocked for maintenance '
Whether to connect media (USB, etc.) 0.X
Attributes Related Whether to use a connected device for
. . 0.X
to Maintenance maintenance
Asset access rights Admlnlstrator: Qperator,
No permission
Whether to approve a task 0,X
Whether you have account management
e 0.X
capabilities
interfaces Ethernet, JTAG, Fiber Optic, etc.
protocols TCP/IP, TCP/UDP, etc.
OS name (OS name]
Attributes of Asset OS version (OS Version])

Details

Firmware name

(Firmware name)

Firmware version

(Firmware Version)

Application name

(Application name]

Application version

(Application Version]

dd 2E el

“Whether the device

g AzsA @ole #2744 ust Bas.

connection port is physically blocked for =24 AZdAY 2 I=lE HEME
maintenance’, “Whether to use a connected “Whether the media connection port is
device for maintenance'¢} fARFE 98 ¥ physically blocked”, “Ability to connect
FHA AT 715& #HesE “Whether to media (USB, etc.)®} #AMibel dhat A A *
approve a task 7} &g}, of H AESE $gk "Asset access rights’,

wak, Az EY] AAEAM el F2]d &W “Whether you have account management

oY AZES] fge BAs=d gle] FE capabilities7} &A%},
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Table 9. Proposed SBOM attributes reflecting
nuclear power plant environment

Categor Asset Attribute
y Attribute Information
Physical Core zor;ihé)rotected
location of owner-controlled
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Network
security Level 0~5
Nuclear layers
Power
Plant Whether to
Attribute communicate 0.X
one-way
Direct CDA,
Consequence EP CDA,
Classiicilcation BOP-CDA(Trip),
BOP-CDA(Transient),
Indirect CD

Fig. 7. Nuclear Facility Asset Locations
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Fig. 8. Purdue model
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Fig. 9. The process of calculating N-gram nested similarity
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Table 10. Case Asset Information

Manufacture Asset name Version
Advantech WebAccess/SCADA -
QNX OS for
BlackBerry Safety Version 1.0.1
. EcoStruxure
Schneider Control Expert v15.0 SP1
OPERASYSTEM
WOORI 1400
Siemens SCALANCE X202 -

4.1.2 ARBAIL F|oFy p2|E 2/ SBOM &4 T

2 XNg

g Ale e 2 =FelA Aokt SBOM %
AR 7uko g Azl A U A ARl 243}
of Fofd e SWe] m8AE AFsluA et
o} [Table 11) Aokst= SBOM Aol =2
AR AL U] 2 ARE JE7E Aol
awd A}4ke] “Asset registration name” X
7lakez ICS CERT Advisory €7(24)5 E3f
Apabo| A HAG 4 9le 35 FHe] AHE )
AdE g E9 description ARt SBOM

A

(o5}

A

Table 11. Application of the proposed SBOM on
the assets of nuclear facilities

SBOM Attribute Description
Asset types Hardware
Asset type details HMI
Manufacturer / .
. Siemens
Supplier

Asset registration simatic_hmi_basic
name _panels

Model Version -

Whether the media
connection port is X
physically blocked

Whether the device
connection port is

physically blocked for 0
maintenance
Ability to connect 0
media (USB, etc.)
Whether to use a
connected device for X
maintenance
Communication
. 0O
connectivity
Ethernet, USB Port,
interfaces RS-485, PS-2. Fiber
Optic
protocols TCP/IP
Whether wireless
communication is -
enabled
Wireless B
communication type
OS name QNX
OS version 6.4.1
Firmware name -
Firmware version -
Application service 0

availability

NVIDIA TrustZone

Application name software DRM

application
Application version -
Whether to
. X
communicate encrypted
Asset access rights Administrator
Whether to approve 0

a task
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SBOM Attribute Description Table . 12.| ”giventeh” rganufacturer typo
Whether you have correction algorithm case study
account management O Number of Similarity
capabilities B A Nested of Nested
Physical location of Protected Area tglpu&) C(;n"ect(i]g;l strings N-gram
assets E— R (ANB) (AN B)/(AUB)
Network security advantech 4 0.36
1 i level 2
ayers myscada 1 0.08
%ether to 0 prodox 0 0
communicate one-way -
o davolink 0 0
onsequence ~ . -
Classification B-Class Direct CDAs invensys ) 0.18
aveva 1 0.11
& ARE vw 243 A3 “CVE-2020-7592" adventeh novatech 1 0.08
= SBOM “Whether to communicate centreon 2 0.18
encrypted’ &AolM Z71E 433t BAlS 3 prominent 2 0.17
ol Ao o] gale] olul Bl AE EAIS A3y 1l detcon 0 0
7 Huel Reehe FAekdolr. intel ! 0.11
w3k “CVE-2015-2823"3} “CVE-2020-15786" jantek 2 0.2
o 9A A 7MF HHHe|Awk,  SBOM fernhill 0 0

“Whether  wireless communication is
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SHARE, ke CAZ A wejb AlzAbel sl
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Abell el Ciview 2l 2l --zﬂ o] B2 grial

Table 13. “iviw’ asset name typo correction
algorithm case study

N-gram N-gram Number of | Similarity
e = R Nested of Nested
Input correction — N-gram
string(A) | string(B) (AN B) e
iview 2 0.4
siveillance 1 0.08
o LVIS 1 0.2
iviw
kingview 1 0.11
mxview 1 0.14
amegaview 1 0.1
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Table 14. “nocatech” manufacturer typo
correction algorithm case study
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string(A) | string(B) ? Anr?zs) ((Anif/a(l,zlllu »
novatech 5 0.56
advantech 3 0.25
canonical 2 0.15
synology 1 0.08
novell 1 0.09
nocatech nordex 1 0.09
carefusion 1 0.07
intel 1 0.1
jentek 1 0.09
centreon 0 0
detcon 0 0
v.2 2
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